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Introduction 
 

This paper investigates the leader-follower 
consensus control of multiple uncertain Euler-Lagrange 
systems under sensor and actuator attacks. To handle the 
adverse effects from the attacks due to vulnerability of the 
communication network, a fully distributed adaptive 
leader-follower consensus control strategy is proposed to 
tackle the time-varying uncertainties of the cyber attacks. 
The main difficulty lies in the negative interaction, which 
results from time-varying gains of the attackers and the 
Laplacian graph of multi-agent systems and has been 
successfully solved. 

Research Questions 
 

The existing control protocols are hard to generalize 
due to its specificity and could not be used in consensus 
control of multiple nonlinear systems such as Euler- 
Lagrange systems when there exist sensors and actuator 
attacks. Hence, it is more tricky and worthy to be deeper 
investigated to solve the problem of the vicious attacks and 
the uncertainties synchronously for Euler-Lagrange 
systems. 

Methodologies 
 

The leader-follower consensus issue of multiple 
uncertain Euler-Lagrange systems subjected to cyber 
attacks is considered. In fact, we assume that the signals 
from controller to actuator and sensor to controller 
transmission channel would be both attacked. Therefore, 
the transmitted control signal of each agent containing its 
own signals and the signals derived from the neighbors, 
are perturbed through cyber-attacks, which results in 
adverse impact on the closed-loop system stability of each 
entity and consensus of the multiple Euler-Lagrange 
systems. 

Mathematical Formulas 
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Figure 1. Communication graphs subject to attacks 
 

 
 

Figure 2. Positions of all agents 
 

 
 

Figure 3. Tracking errors of all the agents 
 

 
 

Figure 4. Input signals of the agents 
 

In the communication topology, the leader and the four 
followers subjected to attacks are shown in Figure 1. Figure 
2 shows the positions of the four manipulators. Figure 3 
illustrates the tracking errors. Figure 4 shows the control 
input signals of the agents. It can also be observed that all 
of the signals for multiagent systems are bounded and 
output of the ith agent can track the given reference with an 
arbitrarily small error even though there exist cyber attacks.   

Conclusion 
 

In this paper, the proposed control algorithm is 
capable of dealing with the leader-follower consensus 
problem for multiple uncertain Euler-Lagrange systems 
when there exist venomous attacks in sensor and actuator. 
The developed fully distributed consensus control protocol 
ensures that all the closed-loop signals are uniformly 
ultimately bounded against the damage to system 
performance from adversaries attacks. The theoretical 
proof and numerical simulation are both performed to verify 
the proposed control strategy. Our future work will include 
but not limited to designing new control strategy to tackle 
different attacks with more universal models. 
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